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in Danny Butt (ed.), Internet Governance. Asia-Pacific Perspectives (Bangkok: UNDP-APDIR, 2005), 95, http://www.apdip.net/
projectsfigov/ICT4DSeries-iGov-ChS.pdf.
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Source:Attrition.org, “Cyberwar with China: Self-fulfilling Prophecy” (2001), http://attrition.org/security/commentary/
cn-us-war.html.
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Source: Beatrix Toth, “Estonia under cyber attack” (Hun-CERT, 2007), http://www.cert.hu/dmdocuments/Estonia_
attack2.pdf.

- J

5 ESCAP, "Meodule 3: Cyber Crime and Security,” hitp //’www.unescap.orgficstd/POLICY/publications/internet-use-for-business-
developmentmodule3-sources.asp.
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Source: Tom Espiner, “Swedish bank hit by ‘biggest ever’ online heist,” ZDNet.co.uk (19 January 2007), http://
news.zdnet.co.uk/security/0,1000000189,39285547,00.htm
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6  This section is drawn from Tim Shimeall and Phil Williams, Models of Information Security Trend Analysis (Pittsburgh: CERT
Analysis Center, 2002), hitp://citeseerx ist psu.edu/viewdoc/summary?doi=10.1.1.11.5034.
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7 This section is drawn from CERT, “Security of the Intemet,” Camegie Mellon University, http//www cert org/encyc_article/
tocencyc_html
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8 Suresh Ramasubrahmanian et al., op. cit., 94.

9  Munir Kotadia, "Email worm graduates to IM,” ZDNet.co.uk (4 April 2005), hitp://news.zdnet.co uk/
security/0,1000000189,39193674,00 htm_

10 Suresh Ramasubrahmanian et al., op. cit.

11 Wikipedia, “Zero day attack,” Wikimedia Foundation Inc., http.//fen wikipedia.org/wikiiZero_day attack.
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s8NeRE MIMIENISISLY (Defense In Depth)

(Source: Defense Science Board, Protecting the Homeland: Defensive Information Operations 2000 Summer Study Volume I
(Washington, D.C.: Defense Science Board, 2001), 5, http://www.acq.osd.mil/dsb/reports/dio.pdf)
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RSA Laboratories’Frequently Asked Question About Today’s Cryptography
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» INSECURE Security Tool ( http://sectools.org)
* FrSIRT Vulnerability Archive ( http://www.frsirt.com/english)
* Secunia Vulnerability Archive ( http://secunia.com)

« SecurityFocus Vulnerability Archive ( http://www.securityfocus.com/bid )
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13 Wikipedia, "Antivirus software,” Wikimedia Foundation, Inc., hitp://en.wikipedia.org/wiki/Antivirus_software.
14 SearchSecurity.com, “Intrusion prevention,” TechTarget, http:/fsearchsecurity.techtarget.com/sDefinition/0,,5id14_gci1032147,00.
html.
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15 The White House, The National Strategy to Secure Cyberspace (Washington, D.C.: The White House, 2003),
hitp://www. whitehouse. gov/pcipb.
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16 Computer Crime and Intellectual Property Section, SEC. 225. Cyber Security Enhancement Act of 2002 (Washington, D.C.:
Department of Justice, 2002), hitp//www usdoj.gov/criminal/cybercrime/homeland_CSEA htm.
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17 Office of Management and Budget, Federal Information Security Management Act: 2004 Repoirt to Congress (Washington, D.C.:
Executive Office of the President of the United States, 2005), http//www.whitehouse.govfomb/inforeg/2004_fisma_report.pdf.

18 Europa, “Strategy for a secure information society (2006 communication),” European Commission, hitp://europa.eu/scadplus/
leg/en/ivb/24153a.htm.
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Source: Abridged from Europa, “Strategy for a secure information society (2006 communication),” European
Commission, http://europa eu/scadplus/ileg/en/vb/i24153a_htm.
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cybercrime/default_en.asp.
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30 This section is drawn from APEC, “Telecommunications and Information Working Group,” http://www.apec.orgfapec/apec_
groups/som commitiee on economic/working groups/telecommunications and information_html
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31 ‘Combating the criminal misuse of information’, which recognizes that one of the implications of technological advances is
increased criminal activity in the virtual world.

32 An Agreement undertaken in Budapest that aims to uphold the integrity of computer systems by considering as criminal acts any
action that violates said integrity. See hitp://conventions.coe.int/Treaty/EN/Treaties/Html/185 htm.
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33 This section is drawn from ITU, “About [TU," hitp://www.itu.int/net/about/index.aspx.
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34 Suresh Ramasubramanian and Robert Shaw, “ITU Botnet Mitigation Project: Background and Approach” (ITU presentation,
September 2007), http/iwww.itu.int/ITU-D/cyb/cybersecurity/docs/itu-botnet-mitigation-toolkit.pdf.

35 ITU-D Applications and Cybersecurity Division, “Publications,” ITU, hitpz/Awww. itu.int/ITU-D/cyb/publications/.

36 ITU-D Applications and Cybersecurity Division, “ITU National Cybersecurity / CIIP Self-Assessment Tool,” ITU, http://mww.itu.int/
ITU-D/cyb/cybersecurity/projects/readiness htmil.
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5&55525962]. §&3&53§ ISO/IEC 27001
(ANSIL, Roadmap ISO/IEC 2700x, ISMS, Forum Eurosec 2007, http://www.ansil.eu/files/pres-eurosec2007-23052007.pdf)
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ISMS
(Source: ISO/IEC JTC 1/SC 27)
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HNGH 108 fmnfigiagj |10 HEh 2
FIVIRHIEIR | 82 nhE 10 M 2
G 74 5570 9 iwivs 2
FMIRNIGHIT | 71 QRS 7 NS 1
FMINNIGIRG | 66 fanins 7 Uhmiga 1
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5150 36 At 5 ik 1
U 28 HGRNUAL | 5 MANANS 1
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g# 15 i) 3 i)unans 1
INAgHING | 14 figwuny | 3 MS{UMANITUMIAIIU: | 4997
Hwigys 11 HERES 3 GgSruuiin: 4987

Note: The number of certificates shown here are as of 21 December 2008.
Source: International Register of ISMS Cerificates, “Number of Certificates per Country,” ISMS International User Group Ltd.,
hitp/faww iso27001 certificates_com.
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37 FEMA, "FEMA 426 - Reference Manual to Mitigate Potential Terrorist Attacks Against Buildings,” hitp//www.fema.gov/plan/
preventrms/irmsp426.
38 Ibid.
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e FElectric Communications Privacy Act, 1986

e Gramm-Leach-Bliley Act, 1999

e Health Insurance Portability and Accountability Act, 1996
e Sarbanes-Oxley Act, 2002

e Children’s Online Privacy Protection Act, 1998
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e Act for the Protection of Computer Processed Personal Data Held by Administrative Organs
1988

e Regulations of Local Governments (enacted in 1999 for 1,529 local governments)

e Act for the Protection of Personal Information, 2003

e Act on the Protection of Personal Information Held by Administrative Organs, 2003

e Act for the Protection of Personal Information Retained by Independent Administrative
Institutions, 2003

e Board of Audit Law, 2003

Guidelines for Privacy Protection with regard to RFID Tags, 2004
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